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CyberWar?!



This is a moving target with new 
developments every week



The CyberWar Soapbox Spectrum

No! Yes!Sorta?



Some folks forgot their required reading



If you’re going to talk Cyberwar…

● Ground Truth of Incidents

● Timeline of Attacker Preparation

● What rises ‘above the threshold’?

● What’s the outlook?
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Hacktivism and
Information Operations





Local vs International Impact



Spray and Pray Disinformation
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Wipers and Fake Ransomware



‘Cyber ranges’ are for Western Cyber Commands.



Russian threat actors are about 

Live Fire Exercises



2016-2017 set the tone…
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HermeticWiper / FoxBlade



HermeticWiper / FoxBlade



Shamoon School of WipingShamoon School of Wiping
Destover



HermeticWizard



HermeticWizard

■ De-coupled spreader with two resources:

– exec_32.dll (WMI)

– romance.dll (SMB)



Followed by months of data destruction attacks…





PartyTicket / SonicVote



IsaacWiper  / LasainRaw

Earliest compilation October 2021



IsaacWiper / LasainRaw



DoubleZero / FiberLake



DesertBlade
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Why so many wipers!?



Telemetrical ‘Fog of War’

● Reflection of the breadth of activity we aren’t seeing.

● For the most part… a philosophy of burnable tooling

● We see the attacks that are meant to be seen.



Is their use random or tactical?
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The Case of Industroyer2



Whatever sense of humor is left in the GRU can 
be measured in ArguePatch variants.



ArguePatch / AprilAxe



ArguePatch / AprilAxe



CaddyWiper was first discovered alongside IsaacWiper
 in a decontextualized manner.



CaddyWiper





Industroyer2







ORCSHRED– *nix SSH Spreader



SOLOSHRED: Solaris Wiper



AWFULSHRED– Linux Wiper
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The Case of AcidRain



Attacks on Telecommunications

















AcidRain



AcidRain

AcidRain



AcidRain



AcidRain





AcidRain









More concerning precisely in 
that it’s more generic.
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What happens now?







Bypassing Sanctions via Cyber Crime







Thank You

Tom Hegel
Senior Threat Researcher
       tomhegel

Juan Andres Guerrero-Saade
Senior Director of SentinelLabs
       juanandres_gs


